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Abstract— This paper describes an approach for intruson A number of surveys have been published, see for
detection that is based on conceptual representations. The example [1], [5].
Conceptual Space model is adapted to represent information  Thjs paper describes an approach for intrusion detec-
about potential intrusive activity. In order to more easily pro- tion that is based on conceptual representations. The

vide for decisions regarding assessment of intrusive behavior, .
we incorporate superellipsoids into our adapted conceptual Conceptual Space model [6] is adapted to represent

space model. Brief comments regarding conceptual spaces informatio_n abou'F potential ir_wt_rusive activi_ty. In order t
and superellipsoids are made. W illustrate our approach by More easily provide for decisions regarding assessment
considering a network intrusion detection application. of intrusive behavior, we incorporate superellipsoids int
our adapted conceptual space model. Brief comments re-
garding conceptual spaces and superellipsoids are made.
We illustrate our approach by considering a network
intrusion detection application.

The proposed conceptual space model described in

Computer systems are valuable resources of any @iis paper forms the basis of the Conceptual Layer
ganization and there is a need to ensure that thefgcribed in the Network Vertical Intrusion Model
resources are not compromised. The potential impactsRietVIM) [7]. NetVIM is a vertical four layer model that
effects of a compromise include unavailable resourcgsovides for the identification, detection and profiling of
financial loss, information destruction and informatioRetwork based attacks. Figure 1 describes these layers.
theft. Given the history of computer attacks that result This paper is organized as follows. Conceptual spaces
in system compromise, it is reasonable to assume taé reviewed in Section Il and superquadrics are re-
intruders will persist in attacking computer resources. |fjewed in Section IIl. The model for intrusion detection
particular, systems connected to the Internet face greaigked on conceptual spaces and superquadrics is pre-
risk of intrusion as they are more accessible [1], [2]. sented in Section IV. An intrusion detection application

Intrusion Detection Systems (IDS) detect maliciousf our model is presented in Section V. Some comments
or unauthorized activities on a Computer host. The I%gardn’]g general application of the model are given in

reports on the level of intrusion activity on computegection VI. Conclusions are given in Section VII.
resources by issuing alerts and notifications to system

managers. Often, the IDS also includes routines that ac-
tually respond to these intrusions. Early work in intrusion
detection includes Anderson’s in 1980 [3] and Dennings’ Conceptual  Spaces, recently proposed by
in 1987 [4]. The two main kinds of intrusion detectiorGardenfors [6], uses a geometric framework to
systems are anomaly based and misuse (signature) bassatesent information about a modeled entity at the
The former often employ statistical or other means twnceptual level. A conceptual space is a collection of
classify normal from abnormal behavior whereas thene or more quality domains, along with information on
latter use signature files, rules or other static modeldbadwow these domains are related. A quality domain is a set
approaches to assess behavior. Both types of systarhsntegral quality dimensions that are separable from
have advantages and disadvantages. Implementationsaamther dimensions. A quality dimension is used to
have host based or network-based sensors and systeamesent an attribute or property of the modeled entity.

Keywords: Intrusion detection, Computer security, Con-
ceptual space.

. INTRODUCTION

Il. CONCEPTUAL SPACES



Conceptual Layer superquadrics. These 3D surfaces can be obtained by
Provides for models, representations and abstractions the Spherical prOdUCt Of two 2D curves The parametric

aimed at detecting suspicious network fraffic. i ) oo ” ) .
i equation for a superellipsoid is given in Equation 1.

Issues State Transition Layer

Models a network-based attack in terms of states

and state transitions.

Privacy, authenticity
and integrity of

computer resources 1 a €1 Eg
are at risk from Computation Communication Sequencing Layer 1€08 77CF)S w _71/2 <n< 71-/2
network-based Abstracts the computation and  communication I'(T], w) = as cos' psin®rw |, P
attacks delivered processes executed during an attack as well as the sy —T S w<Tm
across a network. dependencies between these processes. agz si-- 7
! 1)
Physical Layer
Defines the components and devices necessary for The parameterﬂh as and as are the |ength5 Of the

s o e e superquadric axes; ande, are rational numbers that

the Intemet. determine the shape of the superellipsoid and are known
as form factors. The object assumes a squared shape if
the form factors are less than 1, it is more rounded for
values that are close to 1, and assumes a cuspidate shape
fgr greater values. The implicit superquadric equation,

analogous to Equation 1 is given in Equation 2.

Fig. 1. The Network Vertical Intrusion Model (NetVIM)

Each quality dimension is endowed with a geometr
structure and is also a metric space.

Quality dimensions allow similarity between objects e
to be modeled implicitly. Similarity between objects in a 2\ = y\% | 2\ &
conceptual space is defined as an exponentially decaying <a—1> + <a—2> + <a—3> =1 (2
function of the distance between their representing points
in the space. Letd;; be the distance between two

objectsi and;j. Then the similarity between the objects, SuPerquadrics are used widely in computer vision
s, can be expressed by the following relatie) = because it provides a compact representation for objects

e~“di wherec is a constant. Quality dimensions may'ith rounded edges. Superquadrics can be easily ren-

be integral or separable. Two dimensions are integraldfred, shaded, or the shape altered by modifying the pa-

an object cannot be assigned a value in one dimensl@feters of its parametric equation [9]. Two properties of
without being given a value in the other dimensiorﬁmereSt in this paper are the description of superquadrics

Dimensions that are not integral are separable. in general position, and computing the distance between

Information is represented in terms of concepts afdPoint "?‘”d a supergllipsoid. o
properties. A natural concept is represented as a sefquation 1 describes a superqu_adrlc using 5 param-
of regions in a number of domains, together with a@fers that assume a superquadric-centered coordinate
assignment of salience weights to the domains. A natufStem. In order to describe superquadrics in general
concept also includes information on how the regions RPSition i.e. a global coordinate system, a transformation
different domains are correlated. Operations on conceffts2Pplied to the Equation 1. A detailed description
may be defined, for example, concept combination. @ this process is given in [9]. For a given point, the
natural property is a convex region of a domain in Brocess first rotates that point and then translates it to
conceptual space. A regiofi of a conceptual space isthe new coordinate system. To achieve this, 6 additional
described as convex if for all points y in C, all points Parameters are included in the equation of a superquadric
betweenz andy are also inC. in general position. These include 3 center-coordinates

In this paper, a single domain representing an intrusié#, Py, =) for translating the points and 3 Euler angles
is constructed. The quality dimensions represent the §e.¢,) for rotating the point.

curity attributes that are relevant for detecting intrasio  The formulas presented in here compugelial Eu-
clidean distance between a pointrg, o, 29 and a su-

Ill. SUPERQUADRICS perellipsoid. The radial Euclidean distance is defined

A superquadric is a three-dimensional geometr&s the distance between a point and a superellipsoid

object constructed from parametric equations. Salong a line through the point and the center of the
perquadrics were first proposed by A. H. Barr isuperellipsoid. Lef’(x,y, z), given by Equation 2 define
1981 [8]. Superellipsoids, supertoroids, and superhypar-superellipsoid. The idea is to compute a scafar
boloids of one and two pieces are special forms efich thatF'(5z, Syo, 5z0) defines a new superellipsoid



whereby the given pointg, yo, 29 lies on its surface i.e.
Model Instantiation

F(ﬁﬂj‘o, ﬁyo, /BZ(]) = Identify the security attributes that are necessary

for detecting intrusions on a system and map
3 2 3 2
X\ €2 Y\ ez
N _|_ -
ai az

From this equation, it follows that given the point
Zo, Yo, 20, 1S position relative to the superellipsoid can
be determined by computindg’(xo,yo, z0), Which is
also called theinside-outside function. The following %eaft‘:“
properties hold

() F(zo,y0,20) = 1 < the point belongs to the
surface of the superellipsoid

(i) F(zo,y0,20) > 1 <= the point is outside the
SUpere"ipSOid Characterize an observed event based on the
(|||) F(xo,yo,ZO) < 1 < the pOint is inside the value returned by the superellipsoid equation
superellipsoid

each one to a quality dimension (i.e. spatial

2
ﬂz &1 dimension of the superellipsoid)
+ | — =1 (3)
as

2 For cach proper behavior modeled, determine
values for the form factors and scaling factors of
its superellipsoid equation

Analysis Component

 ——

Determine the position of the observed event
relative to the representing superellipsoid

IV. M ODEL FORINTRUSION DETECTION Fig. 2. Detecting intrusions in the Conceptual space

The conceptual space model allows representation
of intrusive behaviors while superquadrics provide fagrorresponding to a potential observation of three at-
the classification of a given observation as intrusive #ibutes which together signify an intrusion (alternalyye
not. The inclusion of a superellipsoid into a conceptuabn-intrusion). Given an instance of the three attributes
space conveniently allows classification via Equation@nerated from a sensor data, the event causing these
of the security properties represented by the qualitystances can be characterized as appropriate behavior or
dimensions; hence, the classification establishes incn intrusion by determining if the corresponding point
sion or exclusion of the event into the concept of an the conceptual space is within or on the superel-
intrusion. Prior work on the inclusion of superquadrickpsoid (intrusion) or external to (not an intrusion) the
into conceptual spaces appears in [10] where the authewperellipsoid (alternatively, non-intrusion and intams
consider a model for describing actions of robots.  respectively).

The concepts to be represented are the security risk§igure 2 describes the application of the intrusion
of a monitored system (alternatively, non-security risksjetection model. First, the conceptual model needs to be
These concepts are represented by a set of oneingtantiated for a specific intrusion activity. This reesr
more bounded convex regions in a conceptual spadg¢.identifying the security attributes and quality dimen-
Boundedness and convexity are achieved through sien scalings and 2) determining the form and scaling
use of superellipsoids. Domains represent set of possiffietors. Second, during run-time operations, sensor data
states for a system that is monitored. Domains consistobtained, scaled according to the quality dimension
of a set of quality dimensions that are highly correscalings and characterized as intrusion or not depending
lated. Quality dimensions represent the security atteiputon the value returned by the superellipsoid equation.
that are relevant for detecting intrusions. Since attabut
values are obtained from sensored data, an appropriate
scaling for each dimension is determined. DimensionsCharacterization of network attacks is one area of
are identified with the spatial dimensions y and z much active research. In [11], the authors describe
of the superellipsoid. The form and scaling factors ¢glated work and analysis techniques. Port scans are
the superellipsoid reflect the shape of the object, hengBaracterized in [12] Categorical measures for network

reflect the ‘shape’ of the domain. 1 o , , .
. . . . Personal communication with the authors confirms this ioitat
Each point In th_e conceptual space interior t0 Qi ynpublished older work; we have been made aware of workion a
on the superellipsoid represents a three element veatpdated manuscript.

V. APPLICATION



traffic are presented in [13]. The prototype IDS systeits type, and a descriptive comment about the share. It
considered in this section entails network-based intrusialso returns account information consisting of account
detection. names as well as limited password information about

An intrusion whereby an attacker attempts to obtathese accounts such as the number of days since the
valid login credentials (i.e. username and password) password was changed and number of time the account
a Microsof® Windows 2000 host is simulated as amas been used to logon to the system. This information
illustration of the proposed approach. This simulatiois saved in an html file namedctim.html wherevictim
consists of two types of attacks, a probe attack andsathe name of the victim host specified as a parameter
dictionary attack. to the program.

The second stage of the attack is a dictionary attack
whereby the attacker guesses a password, and using
The simulation platform consists of a victim host thaaccount names obtained earlier, tries to logon to the
runs the Microsof® Windows 2000 operating systemyictim host. The guessed password could be obtained
This computer hosts a Microsoft .NETWeb Service. using a brute force method, or by doing a dictionary
A web service is a software component that is accessilidekup. The simulations in this paper read the password
to other applications over a network through standafihm a password dictionary as this makes the simulations

web protocols and exchanges data using XML. Thwore manageable.
victim computer is connected to a network monitored A Microsoft® Windows 2000 host can be configured
by the IDS. The IDS obtains copies of network datt disable an account once a maximum number of failed
by employing a “promiscuous” mode access to thHegins is exceeded. In the research, it has been deter-
network whereby it reads data communicated via timeined that to circumvent this restriction, the attacker
network regardless of its destination (ordinarily, systenattempts to connect to the victim host using a service that
would only read network data that is addressed smpports authentication via usernames and passwords.
them). Network sniffing is performed by running thén the simulation, thenet use command supplied by
WinDump program which returns the TCP headers dhe operating system is employed. The connection is
packets transmitted on a network interface that mateltablished successfully only if correct credentials are
a specified selection criteria. The general format of tispecified. Failed login attempts do not count towards
TCP protocol line returned bWnDump is disabling an account and hence, the program is used for
the dictionary attack.

A. Smulation Environment

src > dst: flags data-segno ack window urg options
C. Attack Detection
where src and dst specifies the address and port for A dictionary attack is characterized by a large number
the source and destination of a connectiflags are of failed login attempts. In the simulation described, the
some combination of S (SYN), F (FIN), P (PUSH) oattacker is identified by therc field in the WinDump
R (RST) or a single ‘. (no flags)lata-seqnodescribes data. This is a necessary signature since an attacker that
the portion of sequence space covered by the datatiies to establish a connection using a fake address would
this packet; andack is sequence number of the nexhave no way of knowing the status of the requested
data expected the other direction on this connectiatgnnection as the victim host sends its packets to the
window is the number of bytes of receive buffer spacapoofed address.
urg indicates there is ‘urgent’ data in the packet; and An analysis of the WinDump data for requested con-
options are TCP options specified in the packet [14]. nections reveal that approximated90 bytes of data are
communicated to the victim host to request a connection.
The similarity of the observed event to this attribute is
The probe attack is the first stage in the simulatiomapped to the: quality dimension. Connection requests
The attacker runs a program that obtains NetBIQ8nd to have a lower rate of data packets per connection
information from the victim computer. Simulations inand this attribute is mapped to thequality dimension.
this paper implemented this probe attack by running tide analysis also reveals a difference in the patterns
program nbtdump.exe and specifying the name of thebetween successful connections and other connections.
victim host as a parameter. If the program is successfWhen a successful connection is established, the initiator
it returns share information consisting of the share nanaways sends an acknowledgement packet with no flags

B. Attack Description



B 00y aek 360wt m saays (oY o5 Frz cdu st Simulation 2 Execute an application that resides on

the attacker’s computer. The application consumes

Fig. 3. Failed connection. the web service hosted on the victim computer. This
simulation does not contain any intrusion activity.
20: 31: 27. 764700 XXXX. cs. zzz. edu. 1149 > yyyy. cs. zzz. edu. 445 . Simulation 3 Run thePassword Guessi ng Appl ication

ack 510 win 63731 (DF)

and try to obtain valid credentials on the victim
host. If a successful connection is established, issue a
notification to the attacker and close the connection.
Simulation 4 Run Simulations 2 and 3 simultaneously
so that the attack is masked by network traffic
generated as a result of calls to the web service
hosted on the victim computer.
ulation 5 Run thePassword Guessing Application
and try to obtain valid credentials on the victim host
using a smaller dictionary that contains 1000 words.

Fig. 4. Successful connection.

or data back to the victim host. When a connection fails,

a packet with theFIN flag set is sent to the victim im-
mediately following communication of the logon credensim
tials. This attribute is mapped to theajuality dimension.

For example, Figure 3 shows a captured TCP header
returned byMinDump that indicates a failed connection
which is closed abruptly while Figure 4 shows a capturdfl Parameter Selection

TCP header that indicates the completion of a successfulpatial variables;, y, z in the superellipsoid equation

connection and data transmission are mapped to quality dimensions of the conceptual
Another feature of this attack is that the connection g:‘pace_ The variable: denotes the similarity between

always requested on pott5 of the victim computer. In the current connection and a network connection request
Windows® 2000, Microsoft has created a new transpoffased on the number of bytes transmitted. The varigble
for SMB (Server Message Block) over TCP and UDP gypresents the similarity to a network connection request
port 445. SMB is a protocol for sharing files, printersyased on the ratio of data packets in the connection.
serial ports, and communications abstractions such s variablez represents the failure rate for network
named pipes and mail slots between computers [18hnnection requests.

Hence, the requested connection is via SMB messageshe values for form factors and scaling factors are
communicated between port 445 of the victim computgglected through a combination of expert knowledge,
and an attacker. simulation and experimental fine tuning that is described
below. These values are chosen in such a way that the
resulting superellipsoid represents only proper behavior
A program to simulate the dictionary attack describegl, points that lie within the geometric object. The final

earlier is developed. The program is object oriented apgdiues used in the simulation are as follows:
includes a graphical user-interface for easy configuration

and attack setup. This program takes as input the .html e =925 ey = 1.25

file returned from a probe attack. Connections to the ay = 95 ay = 3.0’ as = 2.25
victim host are requested using usernames and share ’ ’

names extracted from the file. An IDS that implements

the proposed approach is also developed. Source cod
are written in Microsoft C#.NE®. Code fragments areShape is shown in Figure 5. The parametarsand <

avallable_ n [1_6]' _ ) _ determine the shape of the superellipsoid. For values
The simulation consists of five §ets of experlmentar(_}alter than 1, the object takes on a cuspidate shape.
T_CP hgaders from the network traffic gen_erated by the’fﬁis is noticed along the dimension. Values close to
simulations are r_ecord(?d and passed as input to the I?ﬁenerate a rounded shape, noticed here along:ghe
prototype. The simulations are as follows: plane. Intuitively, since points inside of the supereliijs
Simulation 1 Run nbtdump.exe with the computer characterize valid behavior, the cuspidate shape of the
name or address of the victim computer specifiefiiperellipsoid along the dimension indicate that an
as a command line parameter to the program. Thigservation is more likely to be characterized as an
probe attack returns NetBIOS information about thatrusion if it has a high rate of login failures. Values for
victim computer. each of the scaling factors indicate the threshold beyond

D. Implementation

®Phese parameters describe a superellipsoid whose



z in detecting attacks. The rate of false positives and false
negatives i9%. For each simulation, the value returned
by the superellipsoid equation should be interpreted
in terms of the semantics of the proposed conceptual
representation. The value represents the amount of in-
trusion activity observed in the simulation. Compared
to simulation 2 for example, the IDS returns a lower

i ¥ value when simulations 2 and 3 are run simultaneously.

) Intuitively, this behavior is expected since the proper
behavior in simulation 2 reduces the ratio of intrusion

% activity relative to the total observed activity.

VI. GENERAL APPLICATION

Different attack types can be detected by instantiating
the model as describe in Figure 2. If a proper behavior
Fig. 5. Superellipsoid representation for the attack sitioth  js associated with less that three attributes, it can be
represented in this model by setting the values along
. L . . .dimensions that are not considered to the identity. For
which an observation is characterized as an intrusion . . . 4
) . ) example, a proper behavior associated with two attributes
in these simulations. Note that other values could be :
iS represented by setting = 1, a3 = 1 andz = 0. For
reasonably chosen. However, for poorly chosen values . . .
. o proper behaviors that are associated with more than three
inaccurate characterizations may occur. : o . .
attributes, the model is still applicable. The restriction
F. Smulation Results in this model is on the maximum number of attributes

Results from the simulations are shown in Table {hat can be correlated within a domain and not on the

The final output of the IDS is the value returned bgnaximum number of attributes that may be associated

the superellipsoid equation. Four of the simulations ayéth a proper behavior. In this case, the conceptual space

correctly identified as intrusions and have values grea¥l consist of more that one domain, each of which is

than 1. For these simulations, the represented points figPresented by a superellipsoid. The output of the IDS

the conceptual space lie outside the superellipsoid. EV&rPbtained as an aggregation of results returned by each

when the attack was masked by calls to the web servi€é the superellipsoid representations.

the attack was still detected even though its representa-

tional point is _sligh_tly clqser to the superellipsoid. The_z VIl. CONCLUSIONS

probe attacks in Simulation 1 were also detected. Valid

program behavior, such as accessing a web service i\ model for intrusion detection that is based on

Simulation 2 on the victim host, is correctly 'dent'f'e%onceptual representations has been described in this

as its associated value is less thian paper. We first have described the conceptual space
TABLE | model which forms the basis of our work. We have

RESULTS RETURNED BY THEIDS FOR sIMULATIONS conTaiNiNg — €nhanced the conceptual space model by incorporating

DICTIONARY ATTACKS, A PROBE ATTACK AND ACCESSING A wee  Superellipsoids. And we have proposed an algorithm that

SERVICE ON THE VICTIM HOST can be deployed in an IDS based on our model. A
prototype IDS based on our model is described. Lastly,

[Simulation] = | y [ = [F(zy2) | we have deployed the prototype IDS in an experimen-
% 8'3’? 8'% 8'?2 é-gi tal study. The experiments together with the prototype
3 0.62 | 0.94 | 0.99 137 system succeeded in showing that our model is practical

4 0.62 | 0.87 | 0.96 1.34 and useful. However, further work remains, including,

5 0.66 | 0.89 | 0.98 1.36 additional evaluation of the prototype IDS by using

standardized tests, for example, that which is available
From the results, the system shows good performarate[17].
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